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Even Semester Examination 2022-23
M.TECIH(CS)-11 Sementer

Course/Code: NETWORK SECURITY AND CRYPTOGRAPHY(MCS-213)

UNIVERSITY BAREILLY
Maximum Marks :70; Duration: 3 Hours
, e e e et st Marks
| Q-No Questions (70) €O |BL
! ~_[Explain th lhc l'ollovoing_ . T »M__"M
| 1-L - [Define the tem threat, T 01 Co1 | L2
L 1-11 Nmm any (wo clcgunngru})ﬁ?lmlqﬁ; - 01 coz_|Ll
1111 |Explain the tem intruder. 01 cor L2
-1V |What is the size of matrix in playfair cipher? ol coz LI
I-V_ [Explain the working of trojan horse bricfly. ot coz | Ll
1-VL | Differentiate between white hat and black hat hacker, o1 col 1 H
1-VIl [Find the value of &(87). 0| cor j L
Explain the following:
(21 |Explain the term computationally secure, 01 cor | LI
| 21l |Name the algorithm uscd for primality testing. 0l cor | LI
[ 2-1I1 | Write the commutative law. 01 col | L1
‘J 2-1V | Write a special property related 1o size of hash code. 01 cor |12
[ 2.V |Explain the term data integrity. (1] COl | LI
L 2-VI |Explain the role of updating an antivirus. 01 cor | LI
| 2Vl [How many S-box are there in DES? or | cot |LI
(a) Explain the five ingredients of network model.
3-1 |Or 7 co2 | L2
| ” .
{ (b) Explain bricfly the counter mode of operation. Also write the advantages associated with it.
w (a) Explain one time pad.
L3l |or 7 Co3 | L3
f (b) State and prove Fermat's theorem.
‘ T XPTANT UTCUNTT T WOUTRTITE UT 17155 dTgUTIT.
\ Or
" 11 (b) Find gcd(2084, 720) using Euclid’s algorithm, 7 || o3 LLS
' (a) Explain the requirements of public key cryptography.
| 411 for 7 Co4 | L3
| (b) Explain Diffic Hellman key exchange algorithm.
! (a) Explain.the role of firewall in network security. Discuss the various types of firewalls in brief,
! .
C 3 o 14 | cos |Ld4
l (b) Explain Kerberos Versiond in detail,
‘, (a) Explain SHA algorithm with the help of a diagram.
|
! Or .
| ¢ (b) Write short notes on: 14 Co6 | L6
(i) RSA (ii) PGP &3\\
(iii) Public key cryptography  (iv) MD5S _ )
BL - Bloom's Taxonomy Levels
(1- Rmc{f/ﬂfﬂﬂﬂ% 21 Uﬂdw‘flgndll?sv 3- A(r;plyins. 4~ Analysing, S - Evaluating, 6 - Creating)
Co urse Outcomes rogram Qutcomes; Pl Code - Performance Indicator Code
Level |Marks co Marks
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Muximum Murks <30; Duration: 90 Minutes
ON Z | ! !
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Vapl : e S !Ml/ «i, e
Aphin i h.lluwmg n very Mot - H }
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P [ What iy Data ) necryption - i F N 7Y e E Lo
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SO0 [Find the v.nlm, nl DiK7). T R Y n 1.2
2V How many - l)nx are Ilu.u 1;: ljl s7 B 01 oL 1.2
bV Wlml " 1Iw size of malrix in plu;.lsnr (.lrslwr’I w RELL L
l.xpl.un lhc five ingredients of network model.
) Ot 0% R 1.3
Explain one time pad, —
. _— : {
I xplain USI Sceurity Anlnic clure,
A |Or 06 co3 | LA
Wulz, down Ml)’) messagre. T)uu <t iy tmlhm
Wirite down lllmk( nplm Design l‘rmuplcs
4-18 lOr 06 co3 L4
Explain Modes of Operation Fvaluation criteria for AES,
Bl. - Bloom’s Taxonomy Levels
{1- Remembering, 2- Understanding, 3 - Applying, 4 - Analysing, 5 - Evaluating, 6 - Creating)
€0 - Course Outcomes PO ~ Program Outcomes; PI Code - Performance Indicator Code
Ievel Murks CO Marks
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Second Unit Test 2022-23
M. TECH(CS)-11 Semester

-

det NETV SECURIT avPTOGRAPHY(MCS-213)
”N'V.EEE'I!.“.‘;‘BE!E}; TWORK SECURITY AND CRY! TOGRA (
[ ‘_Mw__lw\ilnxlmum Marks :30; Duration: 90 MINUIES s
| . ot i e et A AR A AT i M]fkl ;
No cO | BL
L vl Qustions R B NS B e,
________ ‘ Explain the following in very short N e S I S S e im
11 [What is X.509 Authentication Service? G| COAL L
1411 |Explain PGP, e T “Jcoa] Ll
1-111_|Explain Web Security i “::::___M 1o Cod | 12 ]
1-1V__|Explain Viruses and related Threats , MM,‘,,O'.,_.. _A_.(..::Q‘.‘. B
1-V_ {What are the Firewall Design Principles ? m,_-»—«m-‘w cot | Ll
Explain the following function - BNSIN BSP e
2-1  |Explain Trusted Systems. s 0l -»9@-—-—-"-*"2 -
211 [What are the Digital Signature Standards? 01 _|CO3. L2
2-111 | What is hash function? 01| CO5 | --°L3 -
2-IV_|Write somethiny about Confidentiality using Symmetric Encryption. o ,—('-.Q-Su L2 |
2-V_ [Explain the term data inteprity. ol _C_Qj__,_l«l_,
(a) Explain the overall working of DES algorithm.
3 Or o8 |CO5| L3
(b) Find ged(2084, 720) using Euclid's algorithm. e
(2) Explain SHA algorithm with the help of a diagram.
an O _ 12 | co6| L4
(b) Write short notes on:
()Y RSA (i) PGP (iii) Public key cryptography  (iv) MDS
| BL - Bloom's Taxonomy Levels
(1- Remembering, 2- Understanding, 3 - Applying, 4 - Analysing, 5 - Evaluating, 6 - C;emin@
CO - Course Outcomes PO — Program Outcomes; P Code — Performance Indicator Code
Level Marks (&¢) Marks]
Levell |4 COl 0
Level2 o co2 o
Level3 |8 co3 (0
Leveld 12 CO4 (}
Levels {0 CQ5 12
Levelo 0 Coe 12
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' s First Class Test 2022-23
NVE RTTS M. TECH(CS)-11 Semester
!xn'f?ﬁ?!,msn}: Yurse/Code: NETWORK SECURITY AND CRYPTOGRAPHY(MCS-213)
- Maximum Marks :10; Duration: 30 Minutes
N Marks .
’70 ¢ Questions (10) co Be
1 Explain the term data integrity, 05 col L3
2 |Explain the five ingredicnts of network model. 05 coz | U
[
BL - Bloom's Taxonomy Levels )
(1- Remembering, 2- Understanding, 3 - Applying, 4 - Analysing, 5 — Evaluating, 6 - Creating)
CO - Course Outcomes PO — Program Outcomes; PI Code — Performance Indicator Code
Level  |Marks co Marks
Levell s col 3
Level2 0 co2 5
Level3 5 CO3 0
Level4 0 C0o4 0
Level5 0 COs5 0
Level6 0 CO6 0
Total 10 Total 10
Bloom's Level wise Marks Distribution i Course Outcome wise
0__ 00 Marks Distribution
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Second Class Test 2022-23

M. TECH(CS)-11 Semester
zg) urse/Code: NETWORK SECURITY AND CRYPTOGRAPHY(MCS-213)

NVERTIS

umvngggy BAREILLY
Maximum Marks :10; Duration: 30 Minutes
i E— )
' ks

‘QM , Questions N::;) Cco BL
)A_LH L\plmn Diflic H Hellman key exchange alporithm. 05 co4 L2
i 2 __|Explain Kerberos Versiond in detail. o5 058 LI
l

BL - Bloom's Taxonomy Levels
(1- Remembering, 2- Understanding, 3 — Applying, 4 - Analysing, 5 — Evaluating, 6 - Creating)
CO - Course Outcomes PO — Progmm Outcomes; PI Code — Performance Indicator Code

Level |Marks co Marks
Levell 5 col 0

Level2 5 co2 0

Level3 0 CcO3 0
Leveld 0 Cco4 5

Levels 0 COs 5
Level6 0 CO6 0

[Total 10 Total 10
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Odd Semester Exumination 2022-23
M. TECIH(CS)-1 Semester
Course/Code: ADVANCED COMPUTER NETWORKS (MCS-103)
Maximum Marks :70; Duration: 3 Hours
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& vtwe
G

[ T - Marks [, ]
})LN’ o Questions (70) co |8 j[
_[Explain the following: J
- lﬂ‘_"";h(l“ layer doer RARP belong? 01 col [12!
I-11 | Find the enor in the following IP Address 75.45.301,14. 01 co2 | LI
Find the class of the following addresses
111 £ addresses
@) 158.223.1.108 (b) 227.13.14.88 it Iall o
) Vl-l V| What is care of address? [1]] Co2 (LI
_I <V [Explain in brief broadcasting, o1 coz2 | L1
1-VE |What do you mean by MLSR? 01 cor |11
[ 1-VI [ Whatis NAT? o1 | cor |Li
[ [Explain the following:
2-1 Il)ran\' the packet format of IPvé6 datagram. 01 Co1 | Ll
2-11 |Name the features of SCTP, ol Ccol LI
LZ-HI What do you mean by half duplex communication? o1 cor L
l 2-1V |What is a home agent? 01 Co1 | L2
L 2.V ]Whul is an loopback address? 01 Col jLI
| 2-v1' [Whatis RPF? o1 | cor [Li
| 2-V1I [Bricy explain CIDR. o1 | coi |Li
[ (a) Explain the concept of supernetting. What are the advantages of supernetting.
3 |Or . . - . 7 | coz |L2
(b) What is the subnetwork address if the destination address is 200.45.34.56 and the subnet mask
is 255.255.240.0?
(a) Compare UDP, TCP, and SCTP briefly.
3-11 |Or 7 CO3 | L3
(b) Briefly discuss the applications of multicasting.
f (a) What is ARP? Explain the working of ARP.
Or
/ 'H (b) Explain wireless networks in mobile computing. Differentiate between fixed and wircless ) co3 |15
networks.
{r (a) Discuss the various services offered by SCTP.
4-11 |Or 7 Co4 | L3
’ (b) Compare and contrast IPv6 and IPv4.
(a) An organization is granted the block 130.34.12.64/26. The organization needs to have four
subncts. What are the subnet addresses and the range of addresses for each subnet?
5 |Or ; ' 14 COos | L4
(b) A company is granted the site address 201.70.64.0 (class C). The company needs six subnets.
Design the subnets.
[ (a) Write short notes on:
| (i) IGMP (ii) Multicast routing ‘_y\\g
iii) Mobile agent (iv) Foreign agent. ) el
| o o 8 o 14 | cos |Le
(b) Explain Mobile TCP in detail. AQER®
| G
! AP
P
[ BL - Bloom’s Taxonomy Levels
(1- Remembering, 2- Understanding, 3 - Applying, 4 ~ Analysing, 5 - Evaluating, 6 - Creating)
CO ~ Course Outeomes PO ~ Program Oulcomes; Pl Code ~ Performance Indicator Code
Level I Marks co Marks
Levell |11 £ R QVAVA - Jeor Jio
Leve2 10 . 4 o o co2 i
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co4 |7
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cos |14
- Total |70
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First Unit Test 2022-23
M. TECH(CS)-) Semester
P 1/Code: ADVANCED COMPUTER NETWORKS (MCS-103)
Maxmmm Mnrlu +30; l)umltow 90 Mlnum

INVERTIS

f UNIVERSITY BAREILLY

. e

Q.Nu S - S
_ B Qucsuonn h::(g“ ) B
f " :)‘J""“' "l(' fulhmm‘i| ]u “,\ !!m‘r.‘”‘" e s i - » “ "'"""
L l)lu\» the pachet ltmllﬂl ufll'\ 0 (]‘”ﬂ_hl-(ln o Tcor |
‘ ; ||| lﬂcycmc hvm een M{h and RARP. an '“'""‘a"”“" ; Y ,
I lu \sluch ()\l lu\cl dncr R/\RPJ,t '”'J:’" o o o
-1\ \\nlc dms mc lull rurm n( IPvo, DR S M T ok e o s NG () o0l %3
A (1] Ll
Find the class of the folle s R ERIEY) Kota
AN 0 m\m; nddmuc\ .
158, 22!1”1”_1.93 (b)) 2271314, 88 0l o2 .2
A \pl.nn the concept uf -ul\z n{unn,w o o T T con T
SIS ,\pl.un in brief Immduhlinl T | R 0] co2 | 12
MV l)llhu nee b‘"“l‘t‘n TC Pand | pp T Y] coO? L2
2-V_ | What are the advantages of upemertng ) 01 o2 1Ly
() Explain the concept of supemetting. What are the ndvantages of
supernetting.
V(O 08 co? | L3
(h) What is the subnetwork address if the destination address is 200.4%.34.56
und the -.ulmcl mash 1s 25‘ "«* .240.0?
Compare UDP, TCP, and '\( TP bricfy
(®]]
d-A . 06 CcO3 14
Explain wireless networks in mobile computing. Differentiate between fixed
and wireless networks.
What is ARP? Explain the working of ARP
3 |Or 06 CO3 L4
| Brictly discuss the apphications of multicasting
Bl. - Bloom’s Taxonomy Levels
(1- Remembering, 2- Understanding, 3 - Applying. 4 - Analysing, 5 - Evaluating, 6 - Creating)

O - Course OQutcomes PO -~ Program Outcomes; Pl Code ~ Performance Indicator Code

[Marks CcO Marks
J}s C0) 4
e CO2 14
ST CO3 12
w4 CO4 0
o COs 0
0 0. -
1 —m:'.m 30
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Second Unit Test 2022-23
MUTECHCS) ] Kerirester
J VCodet ADVANCED COMPUTER NETWORKS (MC5-103)
Maximum Marks :30; l)unﬂlun: 90 Mh'l_q‘l_ﬂ‘

Bareilly-2343123, Up

PN *M‘%MM-

5 | Marks | e | a1 |
S QN \ Questiony (B30) | 4
: Uypinin the I‘nllm\_i‘uﬁ\ulln\vr),nlunl. e (()f[”l?
b IWnte down ep 0 lcoa! L
AR NN U ) o 0 [ Cov| 12 ]
I D plan file s, - ‘(,'l'”'""(’j'(';&m;l',_l_,,
LIV Wbt viaNy s et et e e et T 0 Jeos | L
PV Whatdo yow mean by opolegy? T et —rasiere— IR S o
[ Explain the following funetion L S 'W“"()ILCO“,&__L}_J
Lo !\\'h;\l is Vittual l‘l‘i)"{!!kf1!}“[}}\_'!)'[!7{:" S e T 01 ”LZ()sv
Wt down any routing algorithm, A S— 01 |CO5[ L2 |
ol Whatis WEANY T 01| cos| L2
LIV Wha s mobile ip? 01 | CO5] L2
VWi Tepy )
|
| |
‘ Explain OS1model in detal. 08 |lcos! L3
3 Or
Explain TCPAP Model in Detail,
j (4) Write short notes on:
(i) IGMP (ii) Multicast routing
| A (iii) Mobile agent (iv) Foreign agent. 12 Co6 | L4
[ Or
(b) Explain Mobile TCP in detail,
\
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