MBA438: DATA COMMUNICATION AND NETWORKING SECURITY

Teaching Scheme Examination §cheme
Lectures: 4 hrs./Week Class Test -12Marks
Tutorials: 1 hrs./Week Teachers Assessment - 6Marks

Attendance —-12 Marks

Credits: 4 End Semester Exam — 70 marks

Course Objectives:

PIs of data conimunication, layered model, protocols and

= working between computer networks and switching components in
telecomnmunication Ssystems.

* Discuss the nature, uses and implications of internet technology.
*  To understand the Junctioning of Frame Relay, ATM
*  Anoverview of security issues related to data communication in ngnvorks.

*  To understand the basic conce
inter-

Hours: 40

orks, Internet, Intranet, Protocols, OSI
& TCP/IP Models. Transmission Media, Switching, Connecting Devices, ‘Backbone networks,

Concept of VLAN Network Layer Logical addressing IPv4 Addressee & classless address, NAT
Addressing. )

“Unit I(10 IT rs): Introduction — Data Communication, Netw

Unit II(10 Hrs): Data Link Control & Protocol, Multiple Access, Channelization, Wired LAN,

Ethernet, Ethernet frame, Addressing, Wireless LAN, Bluetooth, Cellular telephony,

Unit III(10 Hrs): Network layer protoco] — intemo(working, IPv4 protocol, [Py

6 Protocol,
Routing Protocols, Trans port Layer — Process to process delive

ry, UDP, T.CP Congestion Control,
Application Layer — DNS, Remote Logging (Telnet), SMTP, FTP, WWW, HTTP.

Unit IV(10 Hrs): Introduction to system and network security, Cryptography, Network Security,

Security at Application Layer, Sccurity at Transport Layer, Security at Network Layer (IPSec)
Firewall and Intrusion Detection
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Sugpested Readings:

'l . l?:nl:a Cotmmunication and » idworking, Forouzen, 141

- D !’ - - ’
/ Computer Networys, 4.5, snenbaum, Pearsop Vducation
3. Data and Compute

/’1, Computer Hetworks Anuganjan Mista, Acme | xaming
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Col {{"" COUTCOMLS : After completion of this course, the student will be able to

B el

r Communication,V, Suallings, Macmillzn Press

x:rflml ol TCP/ P, (G, .’ihanmugzr'arhinzm, Firewall Media

COURST. OUTCOMIES DESCRIPTION

Iiportarice,

COI - Wble o understand the hasles of data communication, networking, internet and thein

CO2  Ahility to analyse the services and features of various protocol layers in data networks

co3 Wity 1o (]Ij/reﬂfﬂlldle wired and wireless computer networks

e e ——

Co1 Wbleto analyse TCP/AP and thelr protocols,

Cos Wbl to recoynize the different Internet devices and thelr functions.

o V{b‘l‘c t ldemtify the haslc securlty threats of a net work.

S
l‘.mpluynhlc Skills

e

real life situations

Measuring Tools
i 1 identify and apply the knowledge of subject practically in Exercise
Ability o identify iy Workshop
, Quiz
Classroom Discussions
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