sgrvices and mathematical

existing security product.

o test different available
S¢curity assurance, etc.

Detailed Syllabus

MCA 308§

develop code to impler

0 analyze all key less and K
s¢lve and remove the limitati

o design an algorithmic so
ohe. Identify and classify co
etect and recover from attac

Cryptography and Cyber Security

Examination Scheme

Class Test -12Marks

Teachers Assessment - 6Marks
Attendance — 12 Marks

End Semester Exam — 70 marks

Jomputer and

rk

Concepts C programming, MCA 303 Data

e, areas where cryptography is needed. . .
bpts, ethics in Network Security, securlg threa.ts, and the security
foyndation required for various cryptographlc algorlthn_ns.

n%nt a cryptographic algorithm or write an analysis report on any

eyed algorithms to identify their strength and weaknesses and try to
bns or optimize the complexity of algorithm(s).

algorithms in terms of complexity, response time, key size, data size,

Itgtion of a problem either by applying existing algorithms or a new

puter and security threats and develop a security mode. to prevent,
S.

ITI
mo uction to Cryptography and

Network Security: Security Goals, Attacks, Services and Mechanisms,

'[f echniques, Traditional Symmetrit Key Cipher.
UNIT IT

odern Symmetric Key Ciphers:
r. Modes of Operation : ECH

Cip

Fiestal Cipher, S-DES, DES, Double DES, Triple DES, AES, Bloc
, CBC, CFB, OFB and CTR, KDC.

'UNIT 111 (10 Hours)

uction to Mathematics fo

ntr
llexte ded Euclid, Farmet’s and Eu

r Cryptography: Modular Arithmetic, The Euclidian Algorithm,
ler’s Theorem, Chinese Remainder Theorem.

NIT IV (10 Hours)

symmetric Key Cryptography: [RSA Algorithm, ECC, Key Management- Public Key Distribution,
Sharing of secret key using A-synjmetric Key Cryptosystem.
UNIT V (10 Hours)
Mespage Authentication: MAC,| SHA-512 and MDS. Digital Signature: DSS Key Management:
Symmetric Key Distribution, Kerberos.
UNIT VI (10 Hours)
Nety

vork Security: IPSec, SSL
ware, Firewalls and Intruders

Soft

and TSL, PGP AND S/MIME, SET, System Security: Malicious
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Text|and Reference Books

1. Cryfptography and Network Secufity, Behrouz A Frouzan, TMH, 1st Edition 2007.

: et B i G diti 6
2. Crylptography and Network Secufity, William Stalling, Pearson I.,c‘luca]l:)(;r;, 4th Edition, 200
3. Applied Cryptography, Bruce Schinner, Willy and Sons, 2nd Edition 1996.

Courfse Outcomes:

After completing the courpe, students will be able to: '
e"“.f.\:’ some of the factors driying the need for network security.

entify angﬂq;si}i_parlicular bxamples of attacks. J
fine the terms ‘vulnerability, threat and attack. ﬂ
entify physical points of vulrjerability in simple networks.
: : : i rability to
| ompare and contrast symmdtric and asymmetric encryption systems and their vulne Y
| tack, and explain the charactqristics of hybrid systems.
|
|
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