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BCMS562: CYBER. CRIMES & LAWS
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Teaching Scheme
Lectures: 4hrs/W. ek
Tutorials:. 1 hi/Week .

Grgdits: 5
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Ot: 1dent1fy cyber risk associated with online activities
02: prepare them forisafe working in the vertical havmg varied access points; data‘sonrce
and System re]ated 1ssues- especlally in onhne transactions

106‘: uﬁderstand GDP

Unit [: Cyber Crimes

i ntionaliciimes;
Kmds of cyber crimes- cyber sta]kmg, cyber terrorlsm forgery and fraud cnmes re‘lated to IPRs fomputer
vandahsm cyb er fore_ns o, 2

anacy of Data and Secure Ways

Unit HE: Electronic Records
Authentication of Electronic Records; Legal Recogmtmn of Electronic Records; L.egal Recognition of
Digital Signatures; Applications and usage of electronic records and Digital Signatures in Government and
its Agencies; Retention of Electronic Records, Intermediaries and their liabilities ; Attribution,
Acknowledgement and Dispaish of Electronic Records; Secure Electronic Records and Digital Signatures.
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nit I'V: Regulatory Framework
egulation of Certifying Authorities; Appointment and Functions of Controller; License to issue Digital
ignatures Certificate; Renewal of License; Controller’s Powers; Procedure to be Followed by Certifying
uthority; Issue, Suspension and Revocation of Digital Signatures Certificate, Duties of Subscribers;
enalties and Adjudication; Appellate Tribupal; Offences; Overview of GDPR and Indian data protection
3gime TR N RN
it V Case L.aws ot i Lt o
1. Communication’ Device-Section'2(ha) of the Information _Tééhnolégy} ‘Amendment) Act, 2008-
‘State v Mohd: Afl-and-others: (2003), VIIAD..(Delhi) 1, 107(2003)DLT385,72003(71) DRI17S,
2003(3)JCC1669° , Do T A s Py
2. Computer;Network-Section 2 (j} of the Tnformation Te htiology (Amendme

i) Act, 2008 “Diebold

System Pvt Ltd. v The Commissioner of Commercial Taxes, (2006);: (Ka )
3, Electronic Record Sec. 2 ()-"Dharambir v Central Bureau of Investigat 81(2008) DLT289°

4. Time and Place,of Dispatch and Receipt of Electronic Record-seetion 13-P.R, Transport Agency
v Union.of India & other

. hers, ATR 2006°All:23, 2006(1) AWC 504, ALL HC’; ‘Groff v Americi Online,
Inc., 1998 WL 307001(L998)", "~ .-

5. Penalty for Damiage to Computer or Comiputer System-~ Section43-‘Umashankar Sivasubramanian
v ICICI Bank, 18.04:3010 (Petition No2462/2008)" =~ ", i, g ]
6, Tampering with Compiiter Sourc mients-Section: ed Asifuddiin |
Andhra Pradesh &Anr. 2006°(1) ALD.Cri-96
7. Punishment for sending offensiy ages-Sec, 06
JogeshKwatra”, Suit No.1279/2001° S D e
8 Punishment for Identity Theft-Section 66C-"CBI=~v Ari
2003 (2) page272’

9, Punishment for-Cheating by, Personating by using Computer Resource- éﬁqnﬁﬁﬁ

‘Association: of Softwarg and, Seryice/Companies (NAASCOM)v Ajay Sood. (2005)°F
(2005) DLT 596,2005 (30) PTC 437Del’ - =7 "o
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10. Punishment for- Publishing or Transmitting Obscéné’ Material in Electronicformsecti
< Avnish Bajaj v Staté (N.C/T.) of Delhii, (2005) 3 Comp, LiJ,364-(Del

116(2005) DLT427; 2005(79):DRISTON o0 =0 S ]

11. Punishment for Pablishing o Tralijs;hit'ting-.of'Mateiji_altQimté ing Sexually.
in Electronic Form-Section 67A: Sraham Waddon;, Southwark [Crow

, Taxmann Pvt Litd, Neyw,Delhi,
d InformationTechnology.

e Brian, Crajg. {2012)
Pearson Education
e Rattan J, (2015)Cybes
s  Sharma I. P., and Kanoji
PviLtd. '
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Additional Readings

Dietel, Harvey M. » Dietel, Paul T,
commerce for managers. Pearson Vd
Information Techno 0gy: 5

Information Techno og
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